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Abstract:
nology to generate these variants, can change the signatures of malware to avoid the current signature-based malware preventing

Malware variants are one of the major challenges in malware detecting today . Obfuscation, as a most popular tech-

method , which is a big threat to information system. This paper proposes a novel anti-obfuscate malware detecting method. By mak-
ing use of dynamic taint analysis methods and trigger-based behavior processing engine, this method can abstract the essential behav-
ior logic of malware in fine-grained and form it as signatures of a class of malware, and identify variants more precisely associated
with signature merging optimizing process and fuzzy matching methods. Experiment results show that the detecting method in this
paper can identify malwares and its variants efficiently.
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HELL CPU (124715 EIP A1 AP i FI 31 2 1) A 1 3tk 4 80
APLIR T, A5 2 0 32 OHE AR P 19 S8, T A X R 45
FFE PG B, A R Y BRl v Ao W 1 AR R %
AT RO G515 T8 43 b 2 v SO S B — SR AT Y
F84 IR SRZIR A PATHI A CPU & T N 25, #1775 1
TRARIB IR 50 1 AT FI ST ) DX 36 455 3 2 e 55 3 19
FEIG RSP EREAEHE vh 23 BE A N A7 R AR 5, D %
15 N A DG AR AL NAE T AE 1 0 B DL 19 3
RIS, NAE R SEBY, A S 1T IR S V5 AT
i LA AR A RS ST . O S BRI 3 A, 7675 s AL Rk il
SRRV FOBURE Fe 45 A8, 38 o 8] i 3 5 Y TS R ERVE 4R
A ANTG SR AT, AR R G T bk Ak A AL P
SIS 2 BAR RS PAT 5RT  AZIR L E AT R

FEAEAS R 43, R I AEAT g 43 A0 815 3 3R A O gkt
AP F B A OC 2 L A AT e Ak B A8 0 8 4 v 5
BT BUIRIE AL RS 1 XA T A FRAE B AT HUIR VR AL B

R I, SE T B AR R AR Y
Ptk , i VT Fo B8 2ok H bR AU 1947 D e P2 8500k 45
AESEATVCHT , T VEBCAE 5 P BOE 1Y B A, 15
FH RS
7.2 SEI§

Sy ¥ S R A AR TR R G i S PR AR,
) 248 95 5 BUCHE 22 VXHeavens' " Y6 B T B 5200 25 A0 A AE
ARG FLAN5¢ IREFEA ST 75280 . SL a5 R R0,
A ZR G R A B AR R B R R

NI LA SDBot ,Bagle & NetSky FEAR R 9] 15 W S 56 2%
LR EEBN 0.7,

(1)SDBot

SDBot & — Fft B T+ IRC P 180U HU i 7 . A% 52 30 A
VXHeavens 08 72 P IRIBUS 28 4 . b . bxFll . by BOREAS | 5
WF L HEAIEREEN up. . ex. . asHFl . maftJFEAS .

1 SDBot. b FEASRIURRAEAE Ry S Atk , SC G 25 3 3 1
IR 2 s .

%1 SDBot EMFARSLILR

FEAR K T ICRC KR YU LT VC LAY fE
SDBot.b” 26 30 1
SDBot. up 26 30 1
SDBot. ex 2 24 0.82
SDBot.. as 20 26 0.82
SDBot. ma 2 26 0.86
SDBot. bx 2 28 0.93
SDBot. by 21 25 0.82

TESCE A B 3, Asprotect INFE5 L T 2 #7 Hsf ] %)
RO R B T LT AR CPU 45 2R, i (0]
AL SIS S AB E TG AL R LI A 2 . SDBot HAFTE B
VAR 53 IR oK KR I ISR A 2ok R LA IR0 45 43 A o B

WSARecv 475 £ il 11 1% 75 S0, ZERALET R 6 A
[R] A e R FE 2 il B AT AR IE R G o —A B a e A 3
MREE IR E 6 B 38 R g H & %5 A8 g
FUPSCARBT S AT AT AR S50 h & 3, SDBot. bx 5%
REEIUAD , X LE PR AVETEHUIR V6 AL R A7 2o 72 b 4 45
W, B o3 BT 4 2R

2 SDBot TR H1 R IR B A 18]

BEA SR mreeH SIHTHLE] P A]
SDBot.b” ¥ 11m20s 6s
SDBot. up UPX 11m51s 6s
SDBot. ex ExeCrypt 14m04s 8s
SDBot . as Asprotect 20m35s 10s
SDBot. ma T TIRE 14m46s Ts
SDBot . bx UPX 12m07s 6s
SDBot. by ASPack 13ml2s 8s
(2)Bagle

Bagle J& — /™ H, F HE 4 i% 1% B . Bagle 435 1E H
Bagle.a il Bagle. e 73 I #2 B, 5230 45 R 3% 3 FIk 4 FF
TN

R 3 Bagle EMHALIELR

FEA SR R IE R LU VEBCAU(E

Bagle.a”™ 59 58 1
Bagle.b 46 46 0.79

Bagle. e * 33 30 1
Bagle. f 28 25 0.84
Bagle. g 24 21 0.71

R4 Bagle TIHAS T KI5 i E)

BEA £ PR eSS SIHTEE ] P 8]
Bagle.a” ¥ Tm55s 3s
Bagle.b UPX 6mA0s 55

Bagle. e * PeX Tmd0s 6s
Bagle. f PeX 6m35s Ss
Bagle. g PeX 6m03s 8s

TESLE T & B, Bagle {#i F GetTickCount 3K B R ZE it
], 8555 VR A LR RN 5, F T 28 R 1 il 45 8 &
IR TEMRAE . AERRAE 2R B 3 R AR SO AT T A S
T, IS T IE#) VE AL . Bagle $RAT B0 55 401 R B[] 4%
PEAL PR A GetLocalTime FJHX 4 Hif 2 GE i ] /F Ay fih &
FAF W4T 5E UG , VAT Sleep B ESHE AR BRCIR
A EAPBI R EE B B PAT — 0 B R AR BB A
T 2 e £ ) 28 b ik A 0% 5 Sk e ML 2545 5., R (] (] e 3
b Sleep BRIECIE I . T TR B HiF A ) S DB 2 5 AT 1
R AL, S50 A O T T AR R, A PR Sleep bR KR
P14 TEo) BT R fih A 2 0 Ab B 6 18 Bl A 3L O BRI T A
A 8 AT S A B I R 2

(3) Netsky

NetSky J2&— i ik By~ HB £ 1% 4 1 Win32 I 1t . 5K
5o iy NetSky. ad $2 HUAT W FRAE R A M, 45 RNk 5
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RS Netsky BALIGER
A SR 1 R IR UG VEBCAU(E
NetSky . ad * 17 24 1
NetSky . aa 13 18 0.76
NetSky . af 15 22 0.90
NetSky . ¢ 13 20 0.80
NetSky. r 15 20 0.85
NetSky . t 14 22 0.88
6 Netsky HEZA S 47 K iR 7 A i)
AR AR mrekR GBI [E] U ]
NetSky. ad ™ PCPEC 8m32s Ts
NetSky . aa ASPack 14m48s 9s
NetSky . af PCPEC 12m07s 6s
NetSky. ¢ UPX 12m24s Ts
NetSky. r PEtite 12m35s 9s
NetSky . t UPX 10m23s 8s

43T R, NetSky 7E 15 USRIt [l 1 2R 55 1) o6
WH SRR A58 FindFileFirst 1 FindFileNext 3 7
T35 H S ¥ A B N R AR E share T4 H 5%
s B M R S H S B AR SE 5 NetSky . ad
FEARS il F B i B KA 3, i AR SO G B kA7
T ZAT AR A SO R B 2 B AT R

(4) IR REIPAL

fdi A SCHOIR BN R GEXT 4 FlE % B AT, D
Ko R G RRCR, SEIR 25 N2 7 iR . il SE 56 50
AL, IR P 5 0 B A AT O R AE A DT AU 2 3
T BIME 0.7, B B AT WL, AR R 40 RE 4 47 Ml X 43 3 AR
5 1IEH A .
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LERNRE S SDBot.b” Bagle.a” NetSky . ad *
VCECEREAATR |1 | 3 | BUE |19 5| 3 | BUE |19 | i | AUE
Notepad. exe 4 5 10.16| 6 7 10.11| 4 510.22
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Ftpserv. exe 7 191029 7 8 10.13] 5 8 10.32
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